POLICY
FOR PERSONAL DATA PROCESSING
OF THE BULGARIAN NATIONAL BANK

The Bulgarian National Bank (BNB) is a data controller under Regulation (ЕU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation or GDPR) and under the Law on Personal Data Protection (LPDP). 

The BNB is a public organisation established by a law. Processing of personal data is carried out in relation to performing the obligations and exercising the powers granted to it under the relevant provisions of the law, and for the needs of the organisation’s operation. Personal data are processed only by persons that do it as part of their official duties or a task specifically assigned to them, subject to the need to know principle and after being acquainted with the personal data protection regulatory framework and requirements.
I. PURPOSES OF PROCESSING
The Bulgarian National Bank processes personal data for the purposes described below together with the grounds for their processing.

1. Identification of customers using BNB services 
To be able to provide its services to citizens, the BNB processes personal data for the purpose of identification of the natural person.

2. Performing the obligations and exercising the powers of the BNB under the law
For the purposes of performing the obligations and exercising the powers of the BNB, as provided for by legislative acts.
3. Accounting and financial reporting
For the purposes of issuing primary accounting documents.

Detailed information regarding issuing of primary accounting documents is available here
4. Video surveillance
For the purposes of ensuring the surveillance and security of the BNB, and for the prevention and detection of activities constituting crime within the meaning of the Criminal Code or breach of public order, full 24/7 video surveillance is conducted at the BNB sites.
Detailed information regarding video surveillance is available here
5. Checking identity documents for the purposes of the access control procedures
For the purposes of the access control procedures established at the BNB, the personal data in the identity documents presented by you are processed.

Detailed information regarding the identity document check is available here
6. Human resource management 
For the purposes of selection of job, internship and scholarship applicants, and for the management of employment legal relations and relations equivalent to them, pursuant to the Labour Code, the Social Security Code, the Tax and Social Insurance Procedure Code, the Health and Safety at Work Law.
Detailed information for job applicants is available here
Detailed information for scholarship applicants is available here 
Detailed information for interns is available here 
7. For the purposes of performing a task of public interest or in exercising official powers granted to the data controller – public and international events in relation to the role and functions of the BNB

8. BNB Safe Deposit Vault
Personal data of the safe deposit vault customers are processed on the grounds and for the purposes of conclusion and performance of the contracts for renting safe deposit boxes at the BNB Safe Deposit Vault.
Detailed information for customers of the Safe Deposit Vault is available here
9. Performance of concluded contracts
For the purposes of preparation, conclusion and performance of contracts, for example with lecturers, scholarship holders, interns, visiting researchers, translators and interpreters, speakers and consultants, etc.

10. Participation in social and other similar events organised by the BNB – sports, tourism, recreation
Detailed information regarding personal data processing at the BNB recreational facilities is available here
11. Other purposes – exercising rights within the meaning of Regulation (ЕU) 2016/679 by data subject towards the BNB in its capacity as personal data controller, processing of complaints, alerts and other requests, e.g. for access to public information, financial statistics and analyses; research work; services performed for the BNB by reviewers, discussants, panellists; relations with suppliers; for the purposes specified in section II – ‘Visiting the BNB website’ (Policy for obtaining information about visitors’ status/activities (cookies)); other purposes related to the activities of the BNB.
II. VISITING THE BNB WEBSITE (Policy for obtaining information about visitors’ status/activities (cookies)
Information about visitors’ status/activities (cookies) is in the form of information packages sent by a web server to a web browser of a website visitor, and then returned by the web-browser every time it accesses the same server, which are recorded at the devices used by the website visitors. As a result of a visit to the BNB website, such information packages can be stored in the memory of the visitor’s device.
Presently, the BNB website uses only the information of the status/activities of the website visitor, which is necessary for its full operation or use of the services – for example for identification and support of the visitor’s session or for supporting the certificate chain when using electronic administrative services. No information that can be directly related to a particular website visitor is stored.

This information is automatically deleted upon the end of the visitor’s session. You can adjust your web browser settings to block or to notify you about such information of the website visitor’s status/activities but if you opt for blocking, some functionalities of the website may not be fully operational.

III. DATA SUBJECTS’ RIGHTS
Persons whose personal data are processed by the BNB (referred to as ‘data subjects’ in the General Data Protection Regulation) have the following rights:

1. Right of access
Upon the data subject’s request, the BNB provides information about: the personal data it processes; the purposes they are processed for; the recipients, or category of recipients, if any, to whom personal data are provided; and the sources from which the data were received, outside the cases where they were collected directly from the data subject.
2. Right to rectification
The BNB is obligated to rectify inaccurate personal data concerning the data subject. Rectification of personal data in the Register of Bank Accounts and Safe Deposit Boxes (BASDB) and the Central Credit Register is done by the administrator who submitted the relevant information, and the rectification request is filed with the relevant financial institution.
3. Right to erasure (or ‘right to be forgotten’)
Upon the data subject’s request, the BNB is obligated to erase the data where one of the following grounds applies: the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed; the data subject withdraws consent on which the processing is based; the data subject objects to the processing and there are no overriding legitimate grounds for the processing; the personal data have been unlawfully processed; the personal data have to be erased for compliance with a legal obligation.
Data erasure may be refused, if there is a legal ground for storing the data, or another reason that does not allow for exercising of this right.

4. Right to restriction of processing
Upon the data subject’s request, the BNB may restrict processing of personal data, for example in case of any suspicion that they may be incorrect, until it is found out if there is any error and it is rectified.

5. Right to personal data portability
The data subject has the right to request and receive the personal data concerning him or her, which he or she has provided to the BNB in a structured, commonly used, machine-readable format, and has the right to transfer/transmit those data to another controller. This right is applicable where the processing is based on consent or on a contractual obligation and the personal data are processed by automated means, in other words – there are technical means for such processing.
6. Right to object
The data subject has the right to object to processing of personal data concerning him or her, if he/she believes there are no compelling legitimate grounds for the processing, which override the interests, rights and freedoms of the natural person.

Data subjects may exercise their rights by submitting a request to the BNB in the ways described in section V ‘Contacts’.
The BNB considers the requests and replies in the shortest possible time, but no later than one month, unless an extension of the term is needed, of which the data subject will be duly informed. The data subject will be notified also if his or her request cannot be fulfilled due to any of the reasons provided for by law. In particular cases, the BNB may request further evidence to certify the data subject’s identity, so that the BNB can fulfil the request, and select a sufficiently secure method to provide a reply, if the reply contains sensitive personal data. 
IV. PERSONAL DATA RETENTION PERIODS, TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES AND PROTECTION MEASURES 

Personal data processed by the BNB are stored according to the terms set by a law or internal acts for a period not longer than is needed to fulfil the purposes of processing. The BNB does not transfer personal data to third countries, unless the relevant legal grounds are in place, or under the provisions of international agreements and the existence of guarantees for the protection of the personal data pursuant to the provisions of the General Data Protection Regulation. The personal data processed by the BNB in its capacity as data controller are protected by appropriate organisational and technical measures, including by internal rules and procedures commensurate with the risk to the rights and freedoms of natural persons.
In processing personal data, the BNB does not apply automated decision-making, including profiling.

V. CONTACTS 

In relation to personal data processing, a data subject may contact the BNB personal data protection officer, Mr. Alexander Tonev, at e-mail: personaldata@bnbank.org, or in writing to the BNB’s Records-keeping Division at mail address: Bulgarian National Bank, 1, ‘Knyaz Alexander I’ Sq., Sofia.
A data subject may make a complaint in relation to processing of his/her personal data to the supervisory body – the Personal Data Protection Commission, at: 2, Prof. Tsvetan Lazarov Blvd., Sofia 1592, or at e-mail: kzld@cpdp.bg.

This Policy is in effect in its version published on the BNB website, and may be amended at any time.
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